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Abstract: 
As new technology enables firms to perform many daily processes easier the need of authentication and authorization process i s becoming 
an integral part of many businesses. Also mobile applications are very popular nowadays play an important role in our lives. Such 
demands are not only limited to Logistics Information Systems (LIS) but many field of information system as well. In this study multi-
dimensional authentication which consist of online biometric face detection integrated as cloud computing software as a Service (SaaS), 
Near Field Communication (NFC) card authentication, location confirmation, and temporal data confirmation are gathered together to 
fulfill different scenarios of authentication needs of business. Microsoft Face API (Application Program Interface, SAAS (software as a 
service) has been used in face recognition module of developed mobile application. The face recognition module of the mobile application has 
been tested with Yale Face Database. Location, temporal data and NFC card information are collected and confirmed by the mobile 
application for authentication and authorization. These images were tested with our facial recognition module and confusion matrices were 
created. The accuracy of the system after the facial recognition test was found to be 100%. NFC card, location and temporal data 
authentication not only further increases security level but also fulfils many business authentication scenarios successfully. To the best of our 
knowledge there is no other authentication model other than implemented one that has a-4-factor confirmation including biometric face 
identification, NFC card authentication, location confirmation and temporal data confirmation. 
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1. Introduction  
Logistic Information systems are subsets of the Information system of the company which are designed to fulfill 
requirements of inbound, outbound if possible reverse logistics. Inbound logistic process is related to the receipt of 
materials, the subsequent storage handling, and receipt of parts or resale products from external suppliers and 
transportation requirements for the sake of manufacturing or marketing distribution (Bowersox et al., 2002). 
Outbound logistic process is related to transferring the final product and related information from end of production 
line to end user (Christopher, 1998). And lastly Reverse Logistics is also a part of supply chain management process 
and it is dedicated to reverse transformation of the product and materials for repair, remanufacture, refurbish, repair 
or recycle.  
As new technologies emerge the need of authentication in logistics can be satisfied easily. With the ever-increasing 
use of mobile devices, mobile devices are now an indispensable part of everyday life.  
Loss of cargo has a negative impact in company business and major issue in logistics management but few studies 
dealt with the loss of cargo. Some of the major factors of cargo loss are transit types, product categories, and 
shipping destinations (Pei-Ju et al., 2017).  
With this study it is aimed to establish a bridge between mobile system and regarding authentication and 
authorization process in logistic information system. In this study it’s also aimed to create a system that is going to 
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help and identify cargo loss issues of cargo damage, cargo theft, and cargo liability insurance through exploiting real 
cargo loss data. In literature it is indicated that creating secure system will boost the trust and perceived view of the 
company as well. 
This article briefly describes and gives the literature review. After that methodology and implemented model will be 
discussed and some technical test of the implemented model will be given and concluding remarks will be given in 
the end. 
 

2. Background Works 
To the best of our knowledge there is no other authentication model other than implemented one that has a-4-factor 
confirmation including biometric face identification, NFC card authentication, location confirmation and temporal 
data confirmation. Therefore, some of studies with the similar background works are going to be discussed in this 
section.  
In (Adalan 2017) a mobile authentication application which offers face recognition, NFC and audio control to open 
the lock of the door. This study is concentrated on whether the recognized face is alive or not. However not enough 
tests were carried out and implemented system was very sensitive to light change background.  
In another graduate study (Narol 2014), NFC technology is used in a public transportation application. In this study 
it is aimed to develop a contactless mobile payment system in order to obtain high quality, easily accessible and 
secure authentication. 
In their study (Antonia and Andrea, 2013) they have successfully implemented people identification with two factors 
NFC card and face recognition, they have tested their system with limited number of images.  
(Assarasee  et al. 2017) used cloud computing service of Microsoft  to detect and recognize the faces successfully. 
Microsoft Face API also used in the study. 
In (Ramnath 2002) it is implemented that secure transactions in Electronic commerce (EC) in transactions will 
influence the customers’ attitude and establish a trust relation between company and customer in positive way. 
However according to study it has marginal effect of financial liability on consumers’ trust in EC. 
 

3. Implemented Model of the Framework 
As Logistic Information System is concerned, there are thousands of daily inbound, outbound or reverse logistic 
transactions and many of which include sensitive information that needs to be handled authenticated and secure way. 
As mentioned in (Ramnath 2002) secure transactions between company and customer will establish a trust relation 
and possible loyalty against company.  
Implemented secure authentication model consist of 4 modules, Microsoft Cloud Face API as SaaS, and a MySQL 
used as Database. Module names are Face Module, NFC Module, Location Module, Date and Time Module as 
depicted in Figure 1. All of these modules are implemented in the Android mobile platform. There is an external 
MySQL database to store the property information of the company. In order to describe better some scenarios are 
given.  
Scenario 1: System Admin registers an outbound logistic event and associate customer information with the cargo 
information (face information, loyalty card information NFC, location to pick up, and time to pick up). Cargo man 
uses his hand held device to authenticate customer, date and place of the delivery location.  When transaction 
completed no party can deny the cargo handover. 
Scenario 2: Customer registers a reverse Logistic event in Logistic information system, (Enter user’s information, 
location, date time), System associates a cargo man with this event.  Customer uses Company Mobile App to 
authenticate the cargo man, also cargo man uses his hand held device to authenticate customer. 
Scenario 3: Company uses customer uploaded face image in the cover of the package, and package is transferred to 
customer. Customer uses Company Mobile App to authenticate the cargo package in a custom way. 
Scenario 4: Supplier Company send procurement cargo with the exact location and time therefore cargo is delivered 
to the right person, in right location and in right time. 
 
If it is included, Face Module is responsible for capturing the image and querying the face with the database, if any 
match is found with the associated event confirmation tick is checked. If it is included NFC module in the scenario 
confirms the validity of the loyalty card with the event and confirmation tick is checked. If it is included Location 
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and Temporal data are check with the event, confirmation tick is checked. Symbolic representation is given in Figure 
1. 
 

Figure 1: Application modules and interaction and result 

                         
 
 

4. Methodology and Tests 
As it can be inferred form the text the core difficulty in the study is registering, identifying the faces and it must be 
performed in real time. Since Microsoft Face API has been selected for identifying the faces and certain steps should 
be performed to overcome the difficulties. These steps are titled as below and details of which are given in 
(Microsoft Face API documentation, 2017):  
Step 1: Authorize the API call  
Step 2: Create the person group 
Step 2.1 Define people for the person group 
Step 2.2 Detect faces and register them to correct person 
Step 3: Train the person group 
Step 4: Identify a face against a defined person group 
After these step carried out some validation and evaluation metrics are calculated such as the Sensitivity, Accuracy, 
Miss Rate, Specificity, F1 Score, and Matthews Correlation Coefficient. 
 
4.1. Testing of face recognition module with Yale Face Database 
Yale face database contains 165 grayscale images in GIF format. These pictures belong to 15 people, 11 pictures per 

person. These images are categorized and tested one by one for different face expressions or configurations. Picture 

categories, center light, glasses, happy, left light, normal without glasses, right light, sad, sleepy, confused and 

blinking. The size of the dataset is 6.4 MB (Yale Face Database 2016). Only normal without glasses category pictures 

are used to register individuals rest of the 150 pictures are used for testing the performance. 

Microsoft face API was used to implement the face recognition module. The application was made in the android 
environment. The reference faces and information of the people in the Yale face database have been saved to the 
MySQL server using the php script language. The user interface of the face recognition module of the application 
developed in Figure 2 appears. 
General steps to test the face recognition module: 

• A normal image and name of 15 people in the Yale face database are saved to the system using the 
phone camera 

• By selecting the face recognition module from the application, the person picture is taken from the 
person's phone camera and it is determined who the person is. 

• During this test, 165 photographs are used in the face database. 
The following tests and results of Yale Face database are visible. 1-Normal, 2 Normal-Central Light, 3 Normal-
Happy, 4 Normal-Left and Right-Light on the face of each person's face. 
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Figure 2: Yale face database was diagnosed with face module 

                                                           
 
As you can see in Figure 2, normal photographs of fifteen people in the Yale Face database have been introduced, 
and tested with related 10 pictures in various other positions. 
 

Figure 3: Application Yale face database test result 

                       
 
As shown in Figure 3, the people in the Yale Face database began to be tested. Confusion matrices are obtained for 
every 15 people. One of the matrices of our cloud face recognition system for the normal view. Some metrics from 
the matrix are calculated to find and evaluate the success rates of the applied methods. These methods are based on 
the following equations 
in the following equations: True Positive (TP), False Positive (FP), True Negative (TN), False Negative (FN), 
Sensitivity, Accuracy, Miss Rate, Specificity, F1 Score, and Matthews Correlation Coefficient and formulas appear. 1-
6 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
        (1) 

𝑀𝑖𝑠𝑠 𝑅𝑎𝑡𝑒 =
𝐹𝑁

𝐹𝑁+𝑇𝑃
         (2) 

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝐹𝑁+𝑇𝑃
         (3) 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁

𝐹𝑃+𝑇𝑁
         (4) 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 =
2𝑇𝑃

2𝑇𝑃+𝐹𝑃+𝐹𝑁
        (5) 

𝑀𝐶𝐶 =
𝑇𝑃∗𝑇𝑁−𝐹𝑃∗𝐹𝑁

√(𝑇𝑃+𝐹𝑃)(𝑇𝑃+𝐹𝑁)(𝑇𝑁+𝐹𝑃)(𝑇𝑃+𝐹𝑁)
       (6) 
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Table 1. The implementation of our face recognition module Yale Face database and confusion matrix. 

 

 
4.2. Testing of other modules 
Location, NFC and data time module is integrated part of the mobile device, therefore they are not tested as 
thorough as face recognition module. However different types of NFC cards are tested successfully. 
 

5. Evaluation of Methodology 
After we get the complexity matrix for our cloud face recognition module, evaluation metrics are calculated. Table 2 
shows the average metric values of the tested methods. These method names are the same as we mentioned earlier. 
Accuracy, F1 Score, MCC, and Sensitivity. 

 
Table 2. Cloud Face Recognition Module Average Metric Values 

Picture Form Average 
Accuracy 

Average 
F1 score 

Average 
MCC 

Average 
Sensitivity 

Normal %100 %100 %100 %100 

Normal –
Central Light 

%100 %100 %100 %100 

Normal-
Happy 

%100 %100 %100 %100 

Normal- Left 
and Right 
Light 

%100 %100 %100 %100 

Average %100 %100 %100 %100 

 
As shown in Table 2, our test results for the cloud face recognition module have reached 100% success. As shown in 
the chart above, the success rate of the methods we work on is 100%.  
In other algorithms used in facial recognition studies, the maximum success rate ranges from 86.1% to 97.8%. The 
cloud-based face recognition module we use in our application is a near-perfect face recognition module. 
Successfully recognize all images among 165 images in a Yale Face database containing a wide variety of image 
exposures with a famous face recognition data set. 
 
5.1. Comparative results with other studies 
Table 3 shows the comparison of some facial recognition modules tested with the Yale Face in the literature. As 
shown in Table 3, the results of our cloud based face recognition module are compared with other studies and the 
recommended face recognition module is cloud based face recognition module (Tolba et al. 2016). 
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Table 3. Comparison with the previous studies 
Refs. Methods Employed Accuracy 

% 
Note 

(Deniz et al. 
2003) 

SVM+PCA 
SVM+ICA 

99.39% 
99.39% 

Only Accuracy is 
compared in 

(Tang et al. 
2003) 

Face recognition 
committee machine 
(FRCM) includes  
Eigen face, Fisher 
face, Elastic Graph 
Matching (EGM), 
SVM, and Neural 
network  

From 
86.1% to 
97.8% 

Only Accuracy is 
compared in 

(Huang 
2004) 

Markov random field 
(MRF) 

96.11 
Only Accuracy is 
compared in 

Implemented 
study 

Cloud, SaaS 100% 
Accuracy and 
other metrics 

 
 

6. Conclusions 
As Logistic Information System is concerned, there are thousands of daily inbound, outbound or reverse logistic 
transactions and many of which include sensitive information that needs to be handled authenticated and secure way. 
In the system we have developed a tool for logistic information system which can be very easily controlled. 
Moreover, this system is very inexpensive; it can be easily used with an application developed with an android phone. 
It is a great advantage that this application's face recognition module is tested with Yale Face database and extracts 
the confusion matrices and achieves close to 100% of the results. The developed event not only for logistic 
information system but also it is enough to have only one smart android phone to use the guest control application, 
and it is easy to control events such as meetings, weddings, lessons, etc. with face recognition module only on a 
smartphone. Moreover, the improved mobile application manages to be server-based, preventing it from being 
dependent solely on a mobile phone, the user is smart and can control created events and invitations with a mobile 
phone username and password. In our application, NFC card information is used to identify people, but people 
forgetting the cards can sometimes cause problems, and face recognition is a biometric system and distinguishes it is 
a great advantage. 
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